
the GDPR requires the designation of a DPO in three specific cases:

a) where the processing is carried out by a public authority or body 

b) where the core activities of the controller or the processor consist of processing 
operations, which require regular and systematic monitoring of data subjects on a large scale

c) where the core activities of the controller or the processor consist of processing on a large 
scale of special categories of data or personal data relating to criminal convictions and 
offences

Any organisation is able to appoint a DPO, regardless of whether the GDPR obliges them

to appoint one

The organisation should provide the DPO’s contact details to the relevant supervisory

authority

An organisation can appoint the role of DPO to an existing employee

Organisations may also contract out the role of a DPO externally

#1 of  8 – Appointing a DPO

For more information or advice please contact our office:
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#2 of 8 - Qualities a DPO 
Should have

DPOs are required to have 
appropriate professional qualities 
for the role. Organisations should 

use the following guidance to 
determine the qualities required:

 Expertise relative to the 
data processing: 

The level of expert knowledge 
required for the DPO should be 

determined according to the data 
processing operations carried out 
including the protection required 

for the personal data being 
processed

Factors to be considered include 
the complexity of the processing, 

the nature of the data being 
processed (e.g. sensitive), the 

amount of data

 Knowledge: 
Knowledge of national and 

European data protection laws and 
practices. Knowledge about the 

relevant sector and the 
organisation’s technical and 
organisational arrangements 
including its security and data 
protection needs would also be 

appropriate 

 Abilities: 
Appropriate qualities to fulfil their 
tasks, such as integrity and high 

professional ethics 

being processed, and whether data 
is systematically transferred outside 

the European Union



#3 of 8 - Independence and Preventing 
conflict of interest
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#5 of 8 - Additional Responsibilities of a DPA

In addition to the minimum tasks, a DPO’s role may include other tasks to 
support the controller or processor’s compliance arrangements to meet their obligations

under the GDPR 

 developing and/or reviewing data protection 
related policies and procedures 

 creating and managing a register of processing operations in accordance with Article 30 
of the GDPR

 implementing an effective data breach notification process in accordance with 
Articles 33 and 34 of the GDPR

 implementing an internal data protection audit programme

 implementing policies and procedures for “data subject right requests” 

 implementing data protection complaint procedures

 identifying and managing any 
relevant data protection certification

 implementing/reviewing policies and 
procedures in accordance with the 
requirements relating to data protection
by design and by default



#6 of 8 – DPO’s Involvement in Data 
Processing Operations

The following are examples of measures 
that an organisation should take to 
ensure that the DPO is appropriately 
involved: 
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#7 of 8 - Resources

The GDPR requires organisations to support the DPO by providing the resources 
necessary to carry out their tasks and maintain their knowledge. Organisations 
should consider the following:

1. Active support of the DPO’s function by senior management
(such as at board level)

2. Sufficient time for DPOs to fulfil their duties. This is
particularly important where the DPO is appointed on a part-
time basis or where the employee carries out data protection
tasks in addition to other duties. Conflicting priorities could
result in the DPO’s duties being neglected

3. It is also good practice to determine the time needed to carry
out the function, the appropriate level of priority for DPO
duties, and for the DPO (or the organisation) to draw up a
work plan

4. Adequate support in terms of financial resources,
infrastructure (premises, facilities, equipment) and staff where
appropriate

5. The necessary access to other services (such as human
resources, legal, IT, security) to be readily available to the
DPO



 Penalties may take a variety of forms such as absence
or delay of promotion; prevention from career
advancement or denial from benefits that other
employees receive. It is not necessary that these
penalties be actually carried out, a mere threat is
enough, as long as the threat is being used to penalise
the DPO on grounds related to his/her activities

 The GDPR does not specify how and when a DPO can
be dismissed or replaced by another person

 However, as a normal management rule and as it
would be the case for any other employee, a DPO could
still be dismissed legitimately for reasons other than for
performing his or her tasks as a DPO

 Under the GDPR, organisations are not allowed to dismiss or penalise DPOs for performing their tasks.
This requirement helps ensure that they act independently and enjoy sufficient protection in performing
their tasks

For more information or advice please contact our office:
privacy@gra.gi                              (+350) 200 74636
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